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Key  Management



Since  last  time…



SHA-1  Collision



CloudBleed



CloudPets



On  to  Key  Management…



Key  Management

• key  generation
• key  exchange
• key  storage
• key  use
• key  replacement



What  sort  of  keys?



Failure  cases



Generating  secure  keys
• /dev/random
• /dev/urandom



Failure  cases



Key  Storage
• cryptographic  module
• remote  storage



Secret  Sharing



Key  use

Don’t  reuse  keys



Key  Replacement



Password-Based  Encryption



Fixing  Password-Based  Encryption
• slow  hash  functions
• salt



PBKDF2



PBE  in  practice



ID-based  encryption
• use  ID  as  public  key
• key  generation  authority  generates  secret  keys  for  each  ID
• Generalization:  attribute-based  encryption


